CybereD

// OTKpbITHIA nNpakTuKym CyberED

BesonacHbin pocTyn
K CETU KOMMAHUA

LleHTpannsosaHHoe ynpasneHne goctyrom (AAA)
cpenctsamu npotokona RADIUS Ha mapupyTmnsatopax
Eltex

1 okTabpa, 4yeTBepr 19:00 MCK OHnamnH
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LLUABANVH AHAPEW

s 2011-2022 r.r.: TpeHep, UHCTPYKTOp akademuin Cisco, Huawei
s 2022 — no H.B.: MHCTPYKTOp «AKagemus Eltex», «AcTpa Akagemua», «AnbT AKkagemua»

s KaHaupart Hayk, ooueHT Kadeapbl VB Tiomly

TpeHupyemca BMecTe

pynna VK: «KomnbioTepHble ceTn n
ceTeBanA 6€30NacHOCTb»

vk.com/utmn_network
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https://vk.com/utmn_network
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MATEPUANDI

1. Oracle VirtualBox www.virtualbox.org/wiki/Downloads

2. GNS3 github.com/GNS3/gns3-gui/releases

3. 06pasbl n BM Eltex eltex-co.ru/catalog/virtualnyi-servisnyi-marsrutizator-vesr/
4. basoBbil cOOT disk.360.yandex.ru/d/kf_wx_EvP6W_MQ
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https://www.virtualbox.org/wiki/Downloads
https://github.com/GNS3/gns3-gui/releases
https://eltex-co.ru/catalog/virtualnyi-servisnyi-marsrutizator-vesr/
https://disk.360.yandex.ru/d/kf_wx_EvP6W_MQ
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CepBucHbie MmapLupyTnsaTopbl ESR

HaumeHoBaHue OnucaHue

VESR FREE OnumAa nporpammHbIn cepBucHbIn mapipyTusatop VESR FREE, 1 Mbit/s, 1024 RIB BGP, 1000 RIB OSPF, 1000 RIB RIP,

1000 RIB ISIS, 2 VPN

OcobeHHOCTH

Running-config Candidate-config Commit Confirm Rollback Restore Save

Default Credentials

admin / passwonrd

FREE VESR_1.40.4: disk.360.yandex.ru/d/AP9ipc7RmT7Bag

-
ESR

\'J
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https://disk.360.yandex.ru/d/AP9ipc7RmT7Bag
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TeopeTtnueckue ceepeHna. SSH
SSH (Secure SHell):

TCP 22 nop;
v1 = 1995 rog (Taty tOnéHen, Tatu Ylénen);
v2 = 2006 rog (RFC 4253): datatracker.ietf.org/doc/rfc4253/

OpenSSH.

wudpoBaHHbIN Tpathmk

ssh client ssh server

05 / 21


https://datatracker.ietf.org/doc/rfc4253/
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AAA. TeopeTnyeckume ceepeHus.

Identification Authentication Authorization Accounting
BBOA MOEHTMULMPYOLLEN npoBepKa naeHTMuuupyroLen nosy4yeHue npas no Y4€T cobbITUN (ayanT)
MHdopMaumn (MmAa MHopMaumn (Naporb) pesynbTaTtam ycreLwwHom
nonb3oBaTenAa) ayTeHTudmkKaumm

06 / 21



CybereD

AAA. TeopeTnueckue ceepeHus.

NokanbHaa 6a3a AAA:

YyeTHble 3anuncu, Nnaponun n npaea XpaHATCA HA CaMOM YCTPOWCTBE.
TpyaHo macwTtabupyeTca.
Hebonblwune ceTw.

YyeT He nogaepxmBaeTcA.

LleHTpannsosaHHas 6a3a AAA:

YyeTHble AaHHble co3parTcA \ 3MeHATCA LeHTpalin3oBaHHO U
OOCTYMNHbl HA BCEX CE€TEBbIX yCTpOﬁCTBaX.

KpynHble ceTn. Bonee npocTtoe o6cny>xneaHuve.
LleHTpann3oBaHHbIN ayauT.

MoxeT cTaTb eAuHON TOYKOW OTKa3a.

AUTHENTICATION

ESR AAA:

Authentication

Authorization

Accounting

AUTHORIZATION ACCOUNTING

Local + Remote (Radius / Tacacs+ / LDAP)

Privilege Levels + Remote (Radius / Tacacs+
(commands) / LDAP)

(Radius / Tacacs+)
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RADIUS vs TACACSH+

Feature

Authentication and Authorization
Accounting

Protocol

Transmission Protocol

Encryption

Port Number

Granular Control over Authorization
Multiprotocol Support

Device Administration or Network Access

TACACS+

Separated

Separated

Cisco proprietary

TCP

All AAA packets are encrypted

49

Yes, can specify the particular command

Yes

Device administration

RADIUS

Combined

Separated

Open standard

UDP

Only passwords are encrypted

1812 — authentication and authorization,
1813 — accounting

No external authorization of commands

No

Network access
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[MpoTokonbl AAA

1) RADIUS Remote Authentication Dial In User Service —
RFC 2865

2) Diameter RFC 6733

3) TACACS+ Terminal Access Controller Access-Control

System Plus = Cisco — RFC 8907

AAA-server:

Network Policy Server (NPS) = MS Windows Server.
freeradius: freeradius.org

tac_plus: manpages.debian.org — tac_plus.8

y
A |

Protected resources

Authentication &
authorization
RADIUS

Py

O

“—

,’ Cisco ISE
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https://datatracker.ietf.org/doc/html/rfc2865
https://datatracker.ietf.org/doc/html/rfc6733
https://datatracker.ietf.org/doc/html/rfc8907
https://freeradius.org/
https://manpages.debian.org/testing/tacacs+/tac_plus.8
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TACACS+ NAC

1st Command
2nd Command

3rd Command

// NAC — Network Access Control

Cisco ACS Cisco ISE

Access Control Server Identity Services Engine

Cisco ISE
Huawei iMaster NCE-Campus Eltex NAICE
Agile Controller-Campus Network Access and Information Control
Engine
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DvyHKUMM cucteM KoHTpona poctyra (NAC)

YOANEHHbIA NMONIb30BATENb

O

Z
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APM c ycTaHOBMEHHbIM
areHtoMm u VPN-knueHTOM

PABOYNE MECTA JIOKANIbHOW CETH
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O

DN

Internet

VPN - W03
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DvyHKUMM cucteM KoHTpona poctyra (NAC)

KoHTponb kKabernbHbIX, 6ecrnpoBoaHbix 1 yaaneHHbIX (VPN)
NOAKITIIOHEHUN.

Mopaepxxka ayTeHTUdpUKaumm no ctaHgapTy 802.1x (ooCTyn B CETb
MO y4YeTHbIM AaHHbIM, undposbim cepTudmnkaram, MAC-agpecam).

MonnTtukn aBTOopU3aummn: 3arpy>kaemole ACL, HaszHayeHne VLAN,
nepeHanpasneHne Ha URL, nogaoepxxka RADIUS CoA n ap.

YnpaBneHue OoCTynoM K ceTeBoMy 060pya0BaHMUIO C NOAAEPIKKON
npotokonos TACACS+ n RADIUS.

NuTerpauna co cny>xb6ammu katanoros: MS Active Directory, FreelPA,
OpenLDAP u T.4.

MpocmnmpoBaHMe NoaKNYaEMbIX YCTPONUCTB U pasrpaHnYeHne
[AOCTYyna Ha ero OCHoBe.

Mooaepxka pasHbIX METOA0B ayTEeHTU(UKaLMN.

Hanuuue BCTpoeHHOro LeHTp ynpaesneHua ceptudpukaramm PKI
(Public Key Infrastructure) nnu nHterpauna ¢ UMeoLMMUCA.

CospgaHune rocteBbiX MOPTanoB C BO3MOXXHOCTbIO camopermcTpauum
nonb3oBateneuv no CMC n email.

>XypHanupoBaHue ceccuii NOAKNIOYEHNA ANA BbIABNEHNA
nHUMAeHToB Vb 1 KOHTPONA KOPPEKTHOCTM HACTPOMKN NONUTUK
nocTyna.

MpoBepka NoakKnN4YaeMbiX YCTPOUCTB Ha COOTBETCTBME NONMUTUKAM
6€30MacHOCTM C NMOMOLLIO YCTAHOB/EHHbIX areHTOB.
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* NAS (Network ACCGSS Ser\.’er) => pouter, switch, firewall

e Enter Username and Password
"0
Access-Request
|-
Username, MD5(password), NAS ID, Port e'
Validate-Request (Accept or Decline)
<
o - Verification of the password, clients and ports
Notify User for Auth. results
<
NAS

T (= <)
(= )

YA E

i

RADIUS SERVER
USER
Sends an Accounting Request

|-
L
Start-Packet e
Sends an Accounting Response

Start-Packet

0 Start to access network access
gl |-
< >
e Sends a disconmection request
"0
Sends an Accounting Request o
Stop-Packet @V
Sends an Accounting Response
<
@ B Stop-Packet
Notify User for network access ends

<
-
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Radius. TeopeTtnueckne ceepeHus.

dopmaT nakeTa

0

1

2

3

012345678901234567890123456789¢01
ottt ottt bbb bbb bbbt od—d bbb bbbt -+
Length |
e T e S i Tk ik o e T e e A A e ot |

e e e e et s T Tt e T S e e S e e e e e o

Code |  Identifier |

Authenticator

| Attributes

+ot-t-

L ket

Code — oaWH OKTeT, 3apja€T TUN nakeTa; nakeT
c HepmonycTuMbiM Code oTbpachiBaeTcsa 6e3 oTBeTa

1

2

3

Access-Request
Access-Accept
Access-Reject
Accounting-Request

Accounting-Response

11

12

13

255

I
I
I
I
+

Access-Challenge
Status-Server (exp.)
Status-Client (exp.)

Reserved

dopmaT aTpubyTa

0

1 2

0123456789012345678980

B et e e ek S St R T S S AP

I Type

| Length | Value

B e e e D L et sl (R TEE

3HayeHne aTpubyTa — OAUH M3 MATU TUMNOB [OaHHLIX;
Tnn text aBnaeTcs nNogMHOXecTBOM Twuna string

text

string

address
integer

time

1-253 octets, UTF-8 encoded 10646 characters; text of length zero (0) MUST NOT
be sent.

1-253 octets of binary data (0-255 decimal); strings of length zero (0) MUST NOT
be sent.

32 bit value, most significant octet first.
32 bit unsigned value, most significant octet first.

32 bit unsigned value — seconds since 00:00:00 UTC, January 1, 1970.
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Radius. ATpubyTbl

O 00 g9 o0 g N NN

o N
g N NN P O

User-Name
User-Password
CHAP-Passwonrd
NAS-IP-Address
NAS-Port
Service-Type
Framed-Protocol
Framed-IP-Address
Framed-IP-Netmask
Framed-Routing
Filter-Id
Framed-MTU
Framed-Compression
Login-IP-Host

Login-Service

16
17
18
19
20
21
22
23
24
25
26
27
28
29
30

Login-TCP-Port
(unassigned)
Reply-Message
Callback-Number
Callback-Id
(unassigned)
Framed-Route
Framed-IPX-Network
State

Class
Vendor-Specific
Session-Timeout
Idle-Timeout
Termination-Action

Called-Station-1Id

31
32
33
34
35
36
37
38
39
40-59
60
61
62
63

Calling-Station-Id
NAS-Identifier
Proxy-State
Login-LAT-Service
Login-LAT-Node
Login-LAT-Group
Framed-AppleTalk-Link
Framed-AppleTalk-Network
Framed-AppleTalk-Zone
(reserved for accounting)
CHAP-Challenge
NAS-Port-Type

Port-Limit

Login-LAT-Port
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Radius. ATpubyTbl

1. CtaHpapTHble atpubyThl IETF (RFC-coBMecTUMbIE)

onpepenexHsl B RFC n nogpepxuBawTca BceMu. [pumeps:

ID aTpueyT HA3HAOYEeHne

1 User-Name UmA Nonb3oBaTenAa aAna ayteHTudpukaumm (Hanpumep, andrey)
2 User-Password naponb, nepeaaétcA B 3awmngposaHHom Buae \ MD5

4 NAS-IP-Address IP-agpec ceTeBoro yctponctaea, 0OTnpasnAloLEero 3anpoc

6 Service-Type TN ycnyru: Login-User — koHconb, Framed-User — nHTepHeT
8 Framed-IP-Address IP-agpec, KOTOpbIN cepBep BbiAAET KMMEHTY NpU aBTOpM3aumm
40 Acct-Status-Type B NakeTax y4éTa: Havano (Start) nnm koHey (Stop) ceccum

2. ATpubyTbl, cneunduueckme pna noctaswmka (VSA, Vendor-Specific Attributes)

nponpueTapHole aTpubyThl, KOTOPbIe NPOW3BOAUTENM 060PYyAOBaHUSA WCMOMb3YKWT ONS Nepegayn OOnoSfHUTeNbHoN MHbopMauun. VSA MHKaNCcynumpywTcs BHYTPU
cTaHpapTHoro aTpubyTta ¢ ID 26 (Vendor-Specific).

Mpumep: Cisco VSA pna nepepaym ypoBHA npusunernin — Cisco-AVPair = "shell:priv-1lvl1=15" 16 / 21
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AyTteHTuPmKaumua

ESR1(config)# aaa authentication

login: HacTpolika CNMCKOB METOAOB ayTeHTUduKauum ansa nepBUYHOroO BXoaa.
enable: HacTpolka cnMCkoB METOAOB ayTeHTUMKaUMK AnAa Aoctyna kK 6onee BbICOKUM YPOBHAM MPUBUNETNA.

mode: HacTpolika pexuma paboTbl CO CNMCKaMn METOA0B ayTeHTU(UKaLMK.

Mo ymonyaHuio BKNOYEHa ayTeHTUPUKaUmMA no nokanbHon 6ase gaHHbIX (method list: Default).

Pexxumbl paboTbl CO cNMCKaMyn METOA0B ayTeHTUIMKAUUK: aaa authentication mode { break | chain }

break: npu ayTeHTUdUKaumm 6yayT ncnonb3oBaTbCA Nocnenyowme MeToabl B cyyae HeJoCTynHOCTU 6oriee NpMopUTETHOO;

chain: npu ayTeHTMdmKaumm 6yayT ncnonb3oBaTbCcA NOcneayowme MeToabl B crydae nonydeHnsa otkasa ot 6onee
MPUOPUTETHOTO.
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// Eltex. Tpynnb npusunerunn (privilege)

ABTOpPU3ALMUSA

1_4 6a30BbIi MOHUTOPUHT (PyHKLMOHANa; 3anpeT HaCTPONKMU

5_9 NOSHbIA MOHUTOPWHT, BKOYaA MPOCMOTP COCTOAHMA
dyHKUMOHana 6e30nacHOCTH; 3anpeT HaCTPONKHN

10_14 HacTponka 6ornblien YacTn oyHKUMoHana, 3a UCKNIYEHNEM
CO34aHuA Nofb3oBaTeneun, nepesarpy3kn ycTponcTaa u
3arpys3ku NO

15 AOCTYN MU HacTporKa Bcex OyHKUMM (HET OrpaHnUYeHnin)

Y Kaxpol KoMaHObl ecTb TpeboBaHWS K MUHUMANbHOMY YPOBHW MPUBUAEM W
nonb3oBaTens
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CMNnAC1bO 3A BHIMAHNE!
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CteHp ocTaeTcs \ Tebs

[Mocne adpupa npuwném auctpmnbyTmebl, 6a3oBoe
nporpamMmmMHoe obecriedeHne 1 y4ETHbIE faHHble CTeHaa
— cobepéLllb TOT Xe cueHapun y ceba un nobasunllb ero
B NopTdoonumo.
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nporpamMmmMa CTapT NOTOKa

«UrxeHep no UB» 21 oKTa6pPS

// YEM OTNWYAETCH NPOrPAMMA

WNHTeHcurB Ha 6 MecaueB «3B1» Mporpamma nop pbIHOK CTteHpbl cobnpaelub cam
BMEeCTO roga — 6e3 Tem, KOTopble He ceTtun, Windows un Linux, cpeactea 3awuThl paspaboTaHa n 06HOBNAETCA MO aHanNnay ceTb B GNSS3, cepepbl Ha Linux u
BAUAIOT HA HaM — O[lHa TpaeKTopuA crnpoca v BakaHcui Windows, cpeacTsa 3awmThbl

// 4YTO HOBOr0 B MOTOKE

N6 360

WHXXEHEP - aTaKyroLWwmi - 3amnTHUK - Al-security — 4eTbipe pakypca Ha ogHy MHPPaCTPYKTYPY

Bce HoBble MHTEHCUBbI \»Ke BHYTPU MNPOrpaMmbl NN-o6yueHne ¢ camoro Havyana

Be6uHapbl ¢ AHTOHOM Ky3bMUHbIM . Mporpamma Ha cavTe
MNoAroToBKA K CTODKUPOBKAM 1 pA60UYUM MPOEKT

TexHnyeckuni ampekTtop Positive Technologies - ex-CTO Innostage new.cyber-ed.ru/inzhener-ib
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